








Security is a process, not a product. 
Bruce Schneier 

If you know the enemy and know yourself, you 
need not fear the result of a hundred battles. 

Sun Tzu 

The general who wins a battle makes many 
calculations in his temple before the battle is 
fought Sun Tzu 
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Random Scale-Free 
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17,000 Events per Second 
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What makes worms different from other attacks is 
how fast it can spread, and the speed is a product of 
recruiting successfully attacked systems to 
contribute to the spread. 

Without introducing new hardware or new technology, 
we can at least retard the speed at which a worm 
spreads by preventing penetrated systems from 
launching their own attacks. … This would reduce the 
spread rate from exponential to something closer to 
linear. 
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ILOVEYOU 
What is this? 

Different 
encoding? 

Mass 
mailing? 
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Ports to open for third-party firewalls

A "simple" firewall only allows you to open or 
close ports, without any additional criteria. If 
you have one of these, then you should open 
these ports: 5060, 5190, 5298, 5353, 5678, 
16384-16403


If that does not work, try opening all 
ports in this range: 1024-65535


http://docs.info.apple.com/article.html?artnum=93208 





Security will be turned off if the users or 
administrators perceive that it does or might get 
in the way of operations. 

Long-term, our solutions must help in 
diagnosing why expected operations fails. 

Everything that should be allowed to occur can, 
and everything that shouldn’t occur cannot. 
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Map mission to network assets 
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