
Vulnerability Class:
Address Masquerading

L. Todd Heberlein

24Jan1996

* History
* Implementation
* Consequences



ry

* Morris, 85
r. Bellovin,89
* UC Davis, Feb.94
r. UC Davis, };4.ar 94
* Mitnick-Tsutomu, Dec 94

ry (cont.)

r. UCD paper, spring 95
* Mendax, Rbone, summer 95
* Wee (UCD), fall 95
* AF project, lan.96



*PP
* Replay
* Wedger
* Killer
* Injector

TCP -----------
src port: 1018
dst port: 513
seq num: 956032001
ack num: 95110,m69
pktJen: 20
ACK
window: ,1096
checksum: 8127
p_urgent: 0
data len: 0
DATA:

IP -----------
header_len: 5
version:4
T.O.S.:0
len:40
lD:.5793
offset: 0
TTL:60
protocol: 6
checksum: 62983
src:. 128.120.56.222
dsr:128.120.56.89

ETHERNET
src; 8:0:20:1a:e3:9f
dst: 8:0:20:7:62:b3
type: IP
next proto len: 54

Print (PP)
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tor: lntruder's View

root:PGLVsourjIKIY:6:1:0per8tor: r: /bin/csh
thbody : * : 65534 : 6553+: : / :

dffimon :* :1 :1: : /:
$ys:*:2:2: : /: /bin/cah
bin: *:3:3: : /bin :

urcp : * :,{ : E : : /var/3pool./uucppublic :

ness : * : 6 : 6 : : /var/spool/news : /bin/Eh
ingr6 : x : ? : ? : : /usr/lngrffi : /bin/cah
€udit:rrlshlcoz?4qi5Y:9:9: : /etc/securiiy/Eudit: /bin/cEh
alloc8te:* :?6:6 :allocate pseudo ustr: :

Auftpd :{:21:10: Auftpd psudB Eer: :

Aurc$d:* :22 :16: Aurcrd psudo uger: :
Aurexffid:*:23:10: Aurexecd pffiudo user: :

Aurloqrind:* :24: 1A:Aurlogind psEudo user ; :

lutelnetd :* :e5:16:Autelnetd pseudo user: ;

Ausyslogd :f, :e6:16:A|J8yslogd preudo 6er: :
AupHdsuthd:*:2?:10: Aupsdilthd pseudo user: :
Auyppffisudd : * : 28 : 19 : AuyppasHdd Fseudo user : :
sync: :1:1: : / : /bin/Bync
sysdiag : * : E : 1 : old System Diagnffi tic : /Er /diag/EysdiEg : /u$ldi8g/sysdiEglsysdiEg
sffidi8o:*:E:1:SystEm Di8gnosfic:/uErldi6g/sundi6g:/Er/di8g/sundiag/sundiag
+::0:B:: :

"/etc/peffiud" [Rffirl only] 2? .Lines. 849 chilasters



tor: Intruder's View

Securlty W Failure

Brror from nEtHork: Connection reset by peer
closed.
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ffiffiequences
* Study network attacks
* Deny services
t Circumvent access control
* Obsoletes one-time authentication
r. Forge replies
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* Capturc trafftc of new attack
* Run network server under debugger
* Replay attack in controlled fashion
* Study server's behavior

Seroices

* Avoid active IDS
- wedge security server
- attack target system
- leave before server awakens

* Kill intruder's session



e Replies

* NIS reply
- What password do you want?

* DNS reply
- What address/name do you need?

* NFS reply
- Patch binaries on the fly.

letes One-Time
tication

* One-time, up-front authentication
* Based on obsolete models
* One-time passwords obsolete


