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Watch the Watcher

Everyone wants in the network security
business

Shell company on Wall Street
Wants to put me in it; “I'm serious”

Have his lawyer fly out ASAP

P.O. Box 4000
Springfield, MO 65808-4000




Supporting the Warfighter

How does this support the warfighter?
It doesn’t, at least not directly.

If we do our job right, the warfighter
should never know we are there.

The other I.T. technologies support the
warfighter.

We preserve that capability.
Provide the warfighter a target.




Outline

Objectives
Approach
Expected Major Achievements

Accomplishments, Results, and Lessons
Learned

Major Risks




Objectives

Develop a flexible framework to monitor
network traffic - the Network Monitoring
Framework (NMF).

Develop a suite of NMF-based monitors, tailored
to specific purposes, to enhance knowledge and
control over the network.

Create a vulnerability database to serve as a
foundation for both operations and research.




Sample Object Hierarchy

NmfObject

NmfLayer

NmfTap

DlpiTap

—— EthernetLayer
—IpLayer
—IcmpLayer

TepLayer

— NmfStream ———

—UdpLayer

—TcpStream
— TelnetStream
——RloginStream

—LoginStream

FtpStream

— SnoopTap
— FileTap

TepdumpTap

—— PcapTap



Abstractions & Delegation

Laver Laver

‘ Protocol Lazer } Delegate I




Example NMF Kernel

String '

Login '

Telnet ' HTTP' FTP
TCP TCP TCP

IcpLayer I

IpLayer I

EthernetLayer I

DlpiTap I

Thumt_). Thumt_). Thumt_).
TCP TCP TCP

ITcpLayer I

IpLayer I

EthernetLayer I

DlpiTap I



Functional Blocks

Reporting

NMF
Kernel




Distributed Object
Architecture

Your NMF
object Example 1
\ Process
Space
/
NMF ™~
Kernel = Example 2

NmiMsg




Bridge Declaration

class GenericAttackBridge : public Nm{Object {
public:
GenericAttackBridge(NmfUByte4 my class val =
GenericAttackBridge CLASS);
virtual NmfByte4 inBox(NmfMsg* p_msg, NmfObject* sender);

IS




Bridge Source Code

GenericAttackBridge::GenericAttackBridge(NmfUByte4 my class val)
: NmfObject(my class_val)
{

h

/* initialize your local variables here */

Nmi{Byte4 GenericAttackBridge::inBox(NmfMsg* p_msg, NmfObject* sender)
{
NmfAttackMsg* p attack = NULL;

if ((p_msg ==NULL) || (p_msg->classVal() != NmfAttackMsg CLASS)) {
return NMF_FAIL;
j

/* do something with p_attack fields */




Inserting Bridge Into Code

GenericAttackBridge my object;

NmfStream::groupSubscribe(NmfStream ATTACK MSGS, ( NmfObject*)&my object);
NmfLayer::groupSubecribe(NmfLayer ATTACK, ( NmfObject*)&my object);

GenericAttackBridge my object;
ClientSideNmfKernelProxy ;

SimplelpV4Addr server address = nmfGetAddress(“yoda”);
char* empty str = “”;

.connectToServer(server address);
.nfoSubscribe(NmfStreamAttack MSG, empty_str, (NmfObject*)&my object);
.nfoSubscribe(NmfLayerAttack MSG, empty_str, (NmfObject*)&my object);




Vulnerability Work Flow

Information
Vendors warfare
New
14 / Vulnerabilitie

esting
tools

discovered
attacks
4 ‘x%

Operations

ulnerability
Clearing
House

Vulnerability
odel

o/

Intrusion

Research

\ detection
New techniques — systems




High-Level Measures of
Success

Applications are “easy” to build
On third-generation of framework (oops)

Others can extend the framework

Boeing will try to integrate IDIP (CIDF?)

Someone interested in Streams module for
IIOP

Find vulnerabilities before the bad guys do

Others find vulnerabilities information
useful in their own research




Expected Achievement

Provide audit log of network activity (what
should be done at the host)

Enhance situational awareness by
identifying active entities on the network

Provide a view from 80,000 feet down to
the bit level

Get ahead of the “bad guys”
Platform for new research & development




Network Radar Audit Trail
NRAT

Parse network traffic generating audit log
Identify some network attacks
Track statistical behavior of hosts

Provide live access to
audit logs
attack, statistics reports
usage statistics

Distributed Object Architecture




NRAT cont.

G2
SSH Parser

- @ @@

Audit logs
telnet Parser ~ SNMP MIB trap NMS
Attacks, stats SET ‘
Usage

T &




Rome’s G2 Project

Integrate information from many data
sources

Move all network audit records to G2 live
Centralized audit analysis is not
uncommon

Centrax

Stalker (at least early versions)
Intrusion Detection, Inc. ?7?




G2 Under Attack Conditions

RAT
A SSH Parser G2
36 Parallel > eoP Of Each attempt
lower 1024 generate two
Sockets
ports: 1 sec reports

Adversary Running
nmap port sweep on
local LAN




All Packets Are NOT
Created Equal

Operations for Additional steps for
normal packet SYN packet
Update session Update client/server statistics
Find session 1n table Find client/server
Parse each header Report session
Copy to user space Insert session 1n table
Read each packet Create session record




Flexibility and Constraints
Have a Cost

Extensive use of “virtual” methods
late binding

native behavior of Objective C (Java,
Smalltalk?)

Generic container classes with potential
help functions

Use of “const” data type
Extra copies of data




Lessons Learned

Models which work fine under normal conditions
fail under extraordinary conditions

Need to adjust level of information reported on
the fly

All packets are not created equal
Software engineering and flexibility have a cost

Don't change code at the last minute




Looking for Warez

Warez - FTP sites used to distributed
pirated media

Usually Anonymous FTP, but sometimes
normal users

Often use “hidden” file names
.anything except “.” and “..”

non-printable characters (less than SPACE,
greater than tilde)




False +, Filename Error

490483 130.158.85.241 --> 128.120.57.42 (1401 -> 21)
from: 00:30:38 ( 7/23/1998) to: 00:32:56 ( 7/23/1998)
client flags: SAF server flags: SAF
---—— F¢FITP --- - —/—————1———"—"———— - === ——— ==
USER: ftp

PASS: XXXXXXXXXXXXXXXXXXXXXXXXXKXXXKXXXKXKXKXKXX
RETR: ./UCD-SNMP-MIB. txt

CWD: /pub/snmp

FAILURES: O




False +, Innocent Store

829653 131.89.188.252 --> 128.120.143.125 (3648 -> 21)
from: 08:52:01 ( 7/23/1998) to: 09:11:04 ( 7/23/1998)
client flags: SA server flags: SAF

m— e BT P —m e

USER: anonymous

PASS: XXXXXXXXXXXX

STOR: trans60.e00
trans.e00

CWD: incoming/larry

FAILURES: O




False +, Directory Names

2428813 128.120.57.1 -=-> 192.35.156.23(2659 -> 21)
from: 18:16:01 ( 7/23/1998) to: 18:21:18 ( 7/23/1998)
client flags: SAF server flags: SAF
--—- FIP - ————————"-—-—-—-—————— - ———— =
USER: ftp

PASS: XXXXXX

RETR: gpopperZ2.53.tar.Z

CWD: eudora
. ./pub
../edora/servers
../eudora/servers
../eudora/servers
unix

popper
FATILURES: 2




Hidden File Names?

2531844 169.237.61.27 --> 166.104.221.216 (1404 -> 21)
from: 19:02:47 ( 7/23/1998) to: 19:17:38 ( 7/23/1998)
client flags: SA R server flags: SA

e BT P — o m e

USER: anonymous
PASS: XXXXXXXXX

RETR: /!'111¥pa%A AP%i© LA%B CO I U!!! . txt
/Mpeg-°;:a/[AI*%AE ] ApAIp;%E MV-by ego.MPG
CWD: /
/Mpeg-°sé/

FATILURES: O




Audit Logs Show Web Site

2529427 169.237.61.27 --> 202.30.143.17 (1402 -> 80)
from: 19:01:36 ( 7/23/1998) +to: 19:01:38 ( 7/23/1998)
client flags: SAF server flags: SAF

http://www.shinbiro.com/home.html
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Lessons Learned

Detects exactly what I asked it to detect -
make sure I ask it to detect the right thing

.cshrc is not a hidden file

tokenize file and directory names and
analyze tokens

The world does not run on ASCII
Weapons inspector in Irag had similar probem




Sunkill Example

Sunkill exploits a feature in Solaris system
designed to support a large number of
logged in user

Simple denial-of-service attack

Place telnet protocol in unusual state

Send a large number of ctrl-d (?) bytes to
server




False +, Wrong Sunkill

Thu Jul 23 17:35:07 1998

2306714 128.120.251.229 —--> 128.120.8.190 (2852 -> 23)
from: 17:16:52 ( 7/23/1998) to: 17:38:46 ( 7/23/1998)
client flags: SAF server flags: SAF

---——- TELNET - - - - —-———————— v —— ———

Terminal type: DEC-VT100

Terminal size: 30 rows X 89 columns

---- LOGIN - - - —— ——

login count: 1, password count: 1

Login: e€z059422

Password: XXXXXXXX

—-—-—- STRING MATCHES --— """ ——————

From Server: Last login:

I
|_\




Lessons Learned

Telnet client and servers get out of sync
Need to refine “signature”
Need better Telnet audit log file?

What works in the lab doesn’t always
work in the real world




Statistics Collected per IP

Address

TCP_SES_NEW_C
TCP_SES_NEW_S
UDP_SES_NEW_C
TCP_SES_ABORT1_C
TCP_SES_ABORT1_S
TCP_SES_ABORT2_S
TCP_SES_ABORT3_C
TCP_SES_ABORT3_S

TCP_RST_SND

TCP_RST_RCV
TRANSPORT_FRAG_HEAD_SND
ICMP_PORT_UNREACH_SND
ICMP_PORT_UNREACH_RCV
ICMP_TIMXCEED_RCV
ICMP_ECHO_REQUEST_SND
ICMP_ECH_REQUEST_RCV




Measures Rate Events Are
Occurring

Uses floating point values (expensive?)
Uses [N]IDES statistics measure

Define Zones where a statistic is

zone 0 is from 0 to 120 events/minute
zone 7 has at least 720 events/minute
zone 8 has at least 840 events/minute

Attackers like to use brute force, even
with new attacks




Signature Port Scan

C5300-0l1ld-1-58.hfa.netvision.net.1il

ames.clpilic.ucdavis.edu

©62.0.149.60 stat = TCP_SES NEW C old = 7 new =
128.120.67.159 stat = TCP_SES NEW S old = 7 new =
128.120.67.159 stat = TCP_RST SND old = 7 new =
©62.0.149.60 stat = TCP_RST RCV old = 7 new =
62.0.149.060 stat = TCP_SES ABORT1 C old = 7 new =
128.120.67.159 stat = TCP_SES ABORT1 S old = 7 new =

O O OO GO O ©o




Vertical Scan, Parallel

Scan
1149081 62.0.149.060 ——> 128.120.07.159 (29900 -> 1)
1149152 62.0.149.060 ——> 128.120.07.159 (29901 -> 2)
1149170 62.0.149.060 ——> 128.120.07.159 (29902 -> 3)
1149171 62.0.149.060 ——> 128.120.07.159 (29903 -> 4)
1149215 62.0.149.060 ——> 128.120.07.159 (29904 -> 5)
1149216 62.0.149.060 ——> 128.120.07.159 (29905 -> 0)
1149218 62.0.149.060 ——> 128.120.07.159 (29907 -> 8)
1149491 062.0.149.00 -—-> 128.120.07.159 (31003 => 90)
1149217 062.0.149.060 -——-> 128.120.07.159 (29900 —> 7)
1149509 062.0.149.060 -——-> 128.120.07.159 (31004 -> 97)
1149510 062.0.149.060 -——-> 128.120.07.159 (31005 -> 98)




Applying Filter to Audit Trail:
Actual Active Servers

TCP client addr = ©62.0.149.60

TCP server addr = 128.120.67.159

TCP server flags < S

1149081 62.0.149.60 --> 128.120.67.159 (29900 -> 1)
1149275 62.0.149.60 --> 128.120.67.159 (29915 -> 13)
1149309 62.0.149.60 --> 128.120.67.159 (29927 -> 21)
1149217 62.0.149.60 --> 128.120.67.159 (29906 -> 7)
1149382 62.0.149.60 --> 128.120.67.159 (30036 -> 37)
1149306 62.0.149.60 --> 128.120.67.159 (29922 -> 19)
1149468 62.0.149.60 --> 128.120.67.159 (30579 -> 80)
1149467 62.0.149.60 --> 128.120.67.159 (30578 -> 79)
1149261 62.0.149.60 --> 128.120.67.159 (29908 -> 9)
1149342 62.0.149.60 --> 128.120.67.159 (29929 -> 23)
1150640 62.0.149.60 --> 128.120.67.159 (8330 -> 903)




Horizontal Scan Signature

hawk.phys.nd.edu (129.74.75.162)

129.74.75.162 stat = TCP_SES NEW C old = 7 new = 6
129.74.75.162 stat = TCP_SES NEW C old = 6o new = 7/
129.74.75.162 stat = TCP_SES NEW C old = 7 new = 8

2374817 129.74.75.162 —-=-> 169.237.1.250 (13940 -> 53)
2373553 129.74.75.162 --> 128.120.252.10 (13937 => 53)
2373771 129.74.75.162 —--> 169.237.250.250 (13939 -> 53)
2375101 129.74.75.162 —-=-> 169.237.1.250 (13940 -> 53)
2381503 129.74.75.162 —--> 128.120.55.3 (13942 -> 53)
2381963 129.74.75.162 —-=-> 128.120.57.95 (14001 -> 53)

( )

2382843 129.74.75.162 --> 128.120.17.102

14002 -> 53




From DNS to POP/IMAP

2392131 129.74.75.162 —--> 128.120.54.45 (14362 -> 53)
2392158 129.74.75.162 --> 128.120.54.45 (14363 -> 53)
2392252 129.74.75.162 --> 128.120.54.45 (14364 -> 53)
2392289 129.74.75.162 --> 128.120.54.45 (14400 -> 53)
23886063 129.74.75.162 —--> 128.120.59.216 (14348 -> 53)
2396782 129.74.75.162 --> 128.120.1.250 (19447 -> 110)
2390817 129.74.75.162 —--> 128.120.2.19 (19616 -> 110)
2390822 129.74.75.162 —--> 128.120.2.24 (19684 -> 110)
2390824 129.74.75.162 —--> 128.120.2.26 (19686 -> 110)

( )

2390839 129.74.75.162 —--> 128.120.2.38

19922 -> 110




Horizontal with a Twist

address = linux.recochem.com (207.236.153.180)

207.230.153.180 stat = TCP_SES NEW C old = 5 new = 0
207.236.153.180 stat = TCP_SES NEW C old = 6 new = 7
207.236.153.180 stat = TCP_SES NEW C old = 7 new = ©
207.236.153.180 stat = TCP_SES NEW C old = 6 new = 7
207.236.153.180 stat = TCP_SES NEW C old = 7 new = 8




Selected Service Scan

CLIENT ADDRESS 207.230.153.180: 20243 connections

SERVER PORT 80: 3681 connections
SERVER PORT 23: 3440 connections
SERVER PORT 53: 3291 connections
SERVER PORT 79: 3253 connections

SERVER PORT 143: 3244 connections
SERVER PORT 110: 3244 connections
SERVER PORT 111: 68 connections
SERVER PORT 113: 22 connections




Consistent Across Hosts

.230.153.180: 20243 connections

CLTIENT ADDRESS 207

SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER

ADDRESS
ADDRESS
ADDRESS
ADDRESS
ADDRESS
ADDRESS
ADDRESS
ADDRESS
ADDRESS
ADDRESS

128.120.56.38:
169.237.137.130:
128.120.22.4:
128.120.16.10:
128.120.8.122:
128.120.8.178:
128.120.15.7:
128.120.15.154:
128.120.15.158:
128.120.15.161:

15
13
12
11
11
11
11
11
11
11

connections
connections
connections
connections
connections
connections
connections
connections
connections
connections




Snapshot of Single Target

2657428 207.236.153.180 --> 128.120.16.10 (8460 -> 80)
from: 20:15:14 ( 7/23/1998) to: 20:15:14 ( 7/23/1998)
client flags: S server flags: A R

2657366 207.236.153.180 --> 128.120.16.10 (7568 => 79)
from: 20:15:12 ( 7/23/1998) to: 20:15:14 ( 7/23/1998)
client flags: SAF server flags: SAF

20657450 207.236.153.180 --> 128.120.16.10 (8640 —-> 143)
from: 20:15:14 ( 7/23/1998) to: 20:15:14 ( 7/23/1998)
client flags: S server flags: A R

2657404 207.236.153.180 --> 128.120.16.10 (8261 -> 23)
from: 20:15:13 ( 7/23/1998) to: 20:15:15 ( 7/23/1998)
client flags: SAFR server flags: SAF




Vertical UDP Port Scan?

cleopatra.rz.tu-clausthal.de (139.174.253.10)
skate.ece.ucdavis.edu (128.120.54.55)

128.120.54.55 stat = ICMP PORT UNREACH SND old = 5 new = 6
139.174.253.10 stat = ICMP PORT UNREACH RCV old = 5 new = 6




Vertical TCP Scan?

Name : philo.ucdavis.edu
Address: 128.120.237.201

Name : durer.CS.Berkeley.EDU
Address: 128.32.42.135

128.120.237.201 stat =  TCP _SES NEW S old = 7 new = 8
128.32.42.135 stat =  TCP SES NEW C old = 7 new = 8
128.120.237.201 stat = TCP RST SND old = 7 new = 8
128.32.42.135 stat = TCP_ RST RCV  old = 7 new = 8
128.32.42.135 stat = TCP_SES ABORTL C old = 7 new = 8
128.120.237.201 stat = TCP_SES ABORT1 S old = 7 new = 8




Confused?

8188586
8188598
8188602
8188606
8188610
8188614
8188622
8188628
8188630

128
128
128
128
128
128
128
128
128

.32.
.32.
.32.
.32.
.32.
.32.
.32.
.32.
.32.

42 .
42 .
42 .

42

42

135
135
135

.135
42 .
42 .
42 .
42 .

135
135
135
135

.135

128.
128.
128.
128.
128.
128.
128.
128.
128.

120
120
120
120
120
120
120
120
120

L2377
L2377
L2377
L2377
L2377
L2377
L2377
L2377
L2377

.201
.201
.201
.201
.201
.201
.201
.201
.201

42548
42549
42550
42551
42552
42553
42554
42555
42556

A~ A~ A~ A~ A~ A~ A~ A~ o~

1701
1701
1701
1701
1701
1701
1701
1701
1701

N N N N N S S S




Lessons Learned

Best way to get improvement is to get
developers to eat their own dog food

I don’t want to hear about an attempted
attack

Summary of attack
Summary of successful attack

Profile attack tools (and attackers?)
Unusual stuff on the network




X windows Log reader

Simple audit log viewer which wraps a
number of X objects and applications

Example Scenario:
Someone hands you Tcpdump files
Collect Tcpdump files on Sidewinder
Nrat or Tracker audit logs
Event-triggered reporting




X Log Reader: Telnet

B e ll

high
08.18.43 Mon, 20 Jul 1998
08:19:51 Mon, 20 Jul 19398

128,120,56,1 128,120,56.,3
32819 23
SAF SAF
331 199
0 0

Login Information:
heberlei 3
Wb
heberlei ;Z
I don’t know A1
Netscape
todd,alpha EZ

Stri

ing Matches:

2 passwd

2 Login incort
1 Last loging
1 daemons

|

Replagl Transcriptl Byte streaml

() 128,120,56,1 orts 23
1 128,120,56,1 128,120,56.,5 port: 9100
2 128,120,56,1 128,120,56,3 =0
3 128,120,56,1 128,120,56,3 porty 23
4 128,120,56,1 128,120,56,3 port: 513
5 128,120,56,3 128,120,56,1 port: 514
6 128,120,56,1 128,120,56,3 port: 1022
7 128,120,56,3 128,120,56,1 port: 514
8 128,120,56,1 128,120,56,3 port: 1020
9 128,120,56.6 128,120,56.,4 pEE==12




X Log Reader: Rlogin

B II

Replagl TranscriptllBgte streaml

blgh Rlogin Information: | Login Information: String Matches:

1338 Client Account Al 3 passud A
1338 heberlei 9 satan .J
-20,56.3 Server Account 7 v
:ig ro?t I don"t know it A1 1 daemon: Eg
pes d:tem:;f’sloo - - 4
0 erm ¥ 4 satan Fi
| P

2 128,120,56,1 128,120,56,3 poEt=——D03

3 128,120,56,1 128,120,56,3 porE—23

4 128,120,56,1 513

5 128,120,56,3 128,120,56,1 port; 514

6 128,120,56,1 128,120,56,3 port: 1022

7 128,120,56,3 128,120,56,1 port; 514

8 128,120,56,1 128,120,56,3 ports 1020

9 128,120,56,6 128,120,56,4 port—1=9

10 128,120,56,3 128,120,56,1 porE=n14

11 128,120,56,1 128,120,56,3 ports 1018




X Log Reader: FTP

lill

high FTP Information:
Jul 1338 aheberle A1 3 .incoming
Jul 1338 aheberle Jwarez
28.1;2.58.3 v t:é o
SAF todd,alpha A passwd A1 Jarez
29 net.,alpha
: v v
9 128,120,56.,6 128,120,56.4 port: 139
10 128,120,56,3 128,120,56,1 port: 514
11 128 120 58 1 128 120 58 3 port: 1018
13 128 120 58 3 128 120 58 1 port: 32827
14 128,120,56,3 128,120,56,1 port: 32828
15 128,120,56,3 128,120,56,1 port: 32829
16 128,120,56,1 128,120,56,3 port: 514
17 128,120,56.,3 128,120,56,1 port: 1022
18 128,120,56,6 128,120,56.4 port: 139




Transcript View

ﬂ %_log_reader

0 high
08:18:43 HMon, 20 Jul 19398
08:13:51 HMon, 20 Jul 1998

5]
String Matches:

| 2 passwd |

Login Information:

| heberlei Pl

128,120,56,1 128.1:| —| text_view?2
:2?19 Sé heberlei
I don"t know
331 11 www
0 Netscape
heberlei
todd,alpha
=- view Jetc/passud
" :q
A set term=vtl102
1 128,120, | view fetc/passud
2 128,120,
3 128,120, J=4 1~
4 128,120, %
5 128,120,
B 128.120. | Digital UNIX (r2d2) {(ttup2)
7 128,120,
8 128,120, - ]
g 198,120, login: heberlei
Password:
Login i t
Replaul Transcriptlj&ﬂg lggizzlzﬁarrec
= Password:
Login incorrect

login: heberlei
Password:
Last login: Mon Jul 20 09:17:00 on :0

Digital UNIX ¥3,2C Worksystem Software {(Rev, 148)
Digital UNIX ¥3,2F (Rev, 69,73): Wed Sep 18 20:51:43 MDT 1996




Byte Stream View

1=

%x_log_reader

Rlogin Information:
Client Account
heberlei
Server Account
root

Terminal
dtterm/9600

128,120.
128,120.
128,120.
128,120.
125,120

128,120.
128,120.
128,120.
128,120.
128,120.

W W~ IR N o

] Replagl Transcriptl B_gt.

Login Information:

—

[ 71]
[ 661
[ 60]
[ 601
[ 0]

[377]
[377]
[163]
[163]
[ 0]
[ 30]
[ 0]
[120]
[ 2]
[ 72]
[ 1]
[102]
[111]
[ 40]
[144]

e W W W W |

e e N W e e N W W W W e W W W |

29]
361
301
301

0]

ffl
ffl
73]
73]

0]
18]

0]
501

2]
3al

1]
421
49]
201
641

[ 57]
[ 541
[ 48]
[ 48]
[ 0]

[255]
[255]
[115]
[115]
[ 0]
[ 24]
[ 0]
[ 80]
[ 2]
[ 581
[ 1]
[ 661
[ 73]
[ 32]
[100]

II don’t know it F

o oMW

— *e

(=

String Matches:

3 passuwd
2 satan

| 1 Login incorrect

text_view

[ 0]
[200]
[120]
[141]
[163]
[163]
[167]
[157]
[162]
[144]
[ 72]

L N N e W W W N W W W |

0]
801
501
611
73]
73]
771
6f1]
721
641
3al

B
3

[ 0]
[1281]
[ 80]
[ 97]
[115]
[115]
[119]
[1111]
[114]
[1001]
[ 58]

s+ LT O E WO oo




VCR Login Program

J J

—| Tap window 1

root: IFSQICIvsnFdI: 0:1: spystem PRIVILEGED account:/:/bin/sh
obody:*Hologin: 65534: 65534 : anonymous HFS wser:/:
obodyV:*Rologin: 60001: 60001 : anonymons Spystem?.4 HFS user:/:
daemon:*:1:1: spstem background account:/:
in:*:3:4:system librarian account:bin:
cp:Rologin:4: 2: URIX-Lo-URIX Copy: usc/spool/uucppublic: fusc/lib/ovep/uacico
nucpa:Hologin:4: 2:vucp adminstrative account: /usc/lib/uucp:
auth:#:6:11: Anthentication Subsystem:  teb/bin:
cron:*:7:14: Ccron Svbsystem: usc/adm/cron:
lp:#:8:12:Line Printer Subsystem: users/lp:
teb:#:9:18: Trusted computing Base:/tch:
adm:*:10:19: Administration Subsystem: asc/adm:

ris:Rologin:11:21:Remote Installation Serv
= vcr_login

heberlei: 7VWAWPVENkS1M: 101:15: L. Todd Hebe
File

aheberle:MUck1XyE. APXo0:100:15: Antoinette M

T T oo oTororoz

"fetefpasswd" [Read only] 15 lines, 833 ch

I << > [>h




Track By ID: Epic App.

Tap Window 1
128,120,56,1 -> 128,120,56,

—

Session? 0

'heberlei. sdfsdf. heberlei. todd. sun.whoami. date.

: Track By ID g’
Tap Window 1l-l_| I f Track I

eberlei

assword:

ogin incorrect

login: heberlei

assword:

ast login: Sun Jul 26 18:29:339 from :0
Sun Microsystems Inc. Sunos 5.6
an% whoami

eberlei

an% date

Sun Jul 26 20:36:51 PDT 1998

an% ]

Save Kill | Send to client:l

Generic Avng Tap Window 5

Re Tap Window 2
== Tap Window 3
Tap Window 4

Tap Window 6
Tap Window 7
Tap Window 8




Risks

New network technologies
switched Ethernet (Lawrence’s question)

ATM door-to-door

UC Davis is moving to ATM to the building
OC-12 to campus, 4 OC-3, OC-3 to building
No IP packets outside the building

Encryption

Drop or Block § O O O
%




Encryption Risks

Firewall
Fred

------------ Telnet over TCP/IP
— = = = Telnet w/ SSL
Telnet w/ IPSEC




