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Abstract

The study of security in computer networks is 2 rapidly grow-
ing area of interest because of the proliferation of networks and
the paucity of security measures in most current networks. Since
most networks consist of a collection of inter-connected local area
networks (LANs), this paper concentrates on the security-related
issues in a single broadcast LAN such as Ethernet. We formalize
varjous possible network attacks. Our basic strategy is to develop
profiles of usage of network resources and then compare current
usage patterns with the historical profile to determine possible
security violations. Thus, our work is similar to the host-based
intrusion-detection sysiems such as SRI’s IDES {9]. Different
from such systems, however, is our use of a hierarchical model to
refine the focus of the intrusion-detection mechanism. We also
report on the development of our experimental LAN monitor cur-
rently under implementation. Several network attacks have been
simulated and results on how the monitor has been able to de-
tect these attacks are also analyzed. Initial results demonstrate
that many network attacks are detectable with our monitor, al-
though it can surely be defeated. Current work is focusing on the
integration of network monitoring with host-based techniques.

1 INTRODUCTION

The study of security in computer networks is 2 rapidly growing
area of interest {6, 7, 21]. This activity has been fueled by sev-
eral recent network attacks {or network intrusions). The task of
providing and maintaining security in a network is a particularly
challenging one because of the following facts. First, thereis a
proliferation of local area networks (LLANs) in academic, busi-
ness, and research institutions, and these LANs are in turn inter-
conunected with the “outside world” via gateways and wide area
networks (WANs). Second, these networks and their associated
equipment (including LANs, WANs, and gateways), when they
were developed, were done so with trusted users in mind; the
issue was to solve the networking problem and very few, if any,
security measures were instituted. Consequently, network at-
tacks or intrusions such as eavesdropping on information meant
for someone else, illegally accessing information remotely, break-
ing into computers remotely, inserting erroneous information into
files and flooding the network thereby reducing its effective chan-
nel capacily are not uncommon (see, {for example, {17]).

To overcome these problems, several proposals suggest the de-
ployment of new, secure, and possibly closed systems by using

methods that can prevent network attacks, e.g., by using encryp-
tion techniques [13, 14, 16, 18, 20]. But we recognize that these
solutions will not work because of the tremeadous investment al-
ready made in the existing infrastructure of open data networks,
however insecure the latter might be. Furthermore, encryption
techniques cannot protect against stolen keys or legitimate users
misusing their privileges. Hence, we approach the problem from
a diflerent angle. Specifically, our goal is to develop monitoring
techniques that will enable us to maintain information of nor-
mal network activity (including those of the network’s individual
nodes, their users, their offered services, etc.} The monitor will
be capable of observing current network activity, which, when
compared with historical behavior, will enable it to detect in
real-time possible security violations on the network — regard-
less of the network type, organization, and topology. Since our
goal is to detect network intrusions, note that we are borrowing
some of the basic concepts that have been developed or proposed
for non-networked, stand-alone, intrusion-deteclion systems, e.g.,
IDES {2, 9], MIDAS [22}, and others [10). See [10] for a survey
of intrusion-detection development efforts.

The focus of our present activity is nzrrowed to the local en-
vironment. In particular, we are developing our concepts for an
Ethernet — Carrier Sense Multiple Access with Collision Detec-
tion (CSMA/CD) [11] - LAN which, because of its broadcast
property, enables us to design and test a single secure monitor
that has access to all of the network trafac. {Distributed moni-
toring of wide area networks will be considerably more complex,
and will be taken up after our LAN monitoring problems have
been properly tackled.) A prototype LAN security monitor —
hercafter referred to as our Network Security Monitor (NSM) -
has been in operation for over a year, and it is continuously be-
ing upgraded as we incorporate into it newer concepts as they
emerge. The NSM in its most elementary {lowest) level of oper-
ation can measure network utilization and host-to-host activity.
But when it suspects a possible intrusion or under the control
of a Security Officer, it can also refine its focus on an individual
user, a group of users, individual or group(s) of services they are
using, etc., in 2 hierarchical fashion. Probabilistic, rule-based,
and mixed approaches are being employed by the monitor, and
it raises alarms for the Security Officer upon detecting anomalous
behavior. The Security Officer interfaces with the monitor via a
user-friendly window system, using which he/she can manually
alter {usually refine) the monitor’s focus as well. At present,
the monitor is being employed to study network behavior and
possible intrusions, and we report on them later in the paper.

The system model is described in the next section. We model
network attacks in Section 3. The conceptual view of the NSM



is develaped in Section 4, aud its details ate provided 1n Section
5. Resulty from simulated attacks ere analyzed in Section 6. We
conclude in Section 7 by summarnzing the paper and discussing

futvie work.

2 SYSTEM MODEL

The system’s operating environment, viz. the setting in which
the NSM is deployed, is outlined below. Also included is our view
of 2 network attack or jntrusion {3, 12].

The target system, which needs to be protected from attack,
consists of a number of host computers (incduding devices such
as file servers, name servers, printers, etc.) and a LAN through
which the hosts are inter-connected. The LAN is assumed to
employ a bioadcast medium {e.g., Ethernet), and all packets
transmitted over the LAN are potentially available to any de-
vice connected on the network. The LAN is also assumed to be
physically sccure, in the sense that an attacker {intruder) will not
be able to directly access the network hardware such as the con-
necting medinm (cable) and the network interface at each Lost.
The LAN 15 connecled to the outside world via one or more gate-

wWavs,

The principal source of attacks is assumed to originate from the
outside world and not {rom a source which already has legitimate
access 1o a host or the LAN. However, an intruder’s strategy
could be toinitially infiltrate a less secure host on the LAN and
then utilize this trust as a platform for launching the attack on
the ultimate (main) target.

Of course, the most effective way of preventing attacks is to iso-
Jate the system from the outside world. lowever, there are many
environments, which, while requiring that the integrity of the
system s protected, need Lo operate in an open environment, as
outlined below. First, the systemn may need to communicate with
systems not contiolled by its owners, and such systems, and the
communication paths to them, may not necessarily be trusted.
This communication can consists of user data (e.g., mail} and
system data (name and file service, authentication, etc.) Second,
the system may neced to be built using ofi-the-shelf hardware and
software, which may have (known or unknown) security prob-
tems. Finally, the system must use existing communications pro-
tacols.

In summary, the operating environment is modeled by the fol-
lowing: hosts, LAN {the wire, bridges, routers, gateways), and
the outside world (viz. connections via gateways).

3 ATTACKS ON NETWORKED COM-
PUTERS

The sources of network attacks could be hosts on the LAN, de-
vices connected to the LAN (e.g., wirctaps), and devices outside
the LAN connected via a gateway. If the system owners have
taken sufiicient precautions regarding physical access to the hosts
and the LAN, and regarding screening of users authorized to use
the system, the remaining point of weakness is from outside the
LAN. The taigets of attacks could be hosts, the LAN (including

bridges and gateweys), and resourcee cutnids the LAN used Ly
S.

the systemn or its user

An attacker can have a wide range of possible objectives. An
attacker could be malicions (i.e., eager to cause harm}, or benign
(1.e., cansing harm to the computer system, its owners, users, or
usees 1s not his intention). However, the attacker could harm
the system inadvertently. The objectives of 2u attacker could
include: access the system “for fun”; use computing 1esources
(CPU, disk, I/O devices, etc.) for his own purposes; obtain in-
formation stored on the system; modify or destroy icformation on
the system; prevent or impede normal operation of the system;
or damage or destroy the system.

An attack could be considered to be comprised of three phases,
viz. preparation, execution, and post-attack. In the preparation
phase, the attacker gathers information needed to launch the
attack. The actual attack occuis in the execution phase. In
the post-attack phase, the desired effects (including side effects)
of the attack are observable. The three phases are analyzed in
further detail in the following subsections.

3.1 The Preparation Phase

The eflectiveness of an attacker, both in term of how far he can
penetrate the system and how well he can avoid detection, de-
pends to a large extent on how well-informed he is. The corre-
sponding information is of two types — generic information such
as break-in methods, common passwords, and wezknesses in op-
erating systems; and specific information about the system to
be attacked such as the number, types and names of hosts, the
network configuration, the software {both system and applica-
tions) heing run, users, their work patterns, and personal infor-
mation about them (useful for guessing passwords), and infor-
mation about sensitive data on the system.

A competent attacker is expected to have the generic infor-
mation. However, he also needs the system-specific information.
While there are 2 number of ways of obtaining such information
(phone books, drivers license information, inside contacts, etc.),
the network itself is a fruitful source of such information. Some
utilities which provide a2 wealth of information in the Internet
environment are: The Domain Naming System, NICname/whois
service, Finger, Ruptime/rwho, and Sendmail. Details of these
scrvices and how they can be detected are discussed in Section
4.

3.2 The Attack Phase

Assume an attacker A which may be 2 hostile program or 2 hu-
man sitting at a computer. A wishes toattack atarget T.In order
to do so, A must establish a channel of communication with T.
This may be done by A and T communicating directly with each
other (for purposes of this discussion, a network operating as
intended is considered simply as a communications channel and
not an intermediary) or via an intermediary I, where A commu-
nicates with 1 and I communicates with T. An example of using
an intermediary would be to remotely log in to & machine and
then access another machine from 1t. For example, if 4 network
component such as a gateway were subverted and made to per-



form differently than intended, then it would be considered an

mtermediary. lu peneral,) there could be nointernuediaries, where

B

nx= U

Consider such a chain A - 1(1)- 1(2) - ... - I(n} - T. This implies
that the attacker has oblained some measure of contiol over A
and the I’s and s using them tolaunch 2n attack on T. However,
A must have launched an attack on I{n) from A and I(1), I(2),

, I(n-1). Therefore, we see that an attack using a chain of
intermediaries can be decomposed into a serjes of attacks, each
of which adds to the set of entities under control of the attacker.
For simplicity, we consider A and all of the I’s together and refer
to the composite group as A. Then, the attack simplifies to an
attack from A to T, where A is a set of entities rather than a

sinple entity.

For A and T to communicate, T must either offer a service
which can be exploited by A, o1 T must seek to use a service
offered by A. A may get T to use z service controlled by it by
either obtaining cantrol over a legitimate service provider or by

impersonating one.

3.2.1 Services offered by hosts.

The lowest level of service provided over the network by hosts
is the receiving and sending of packets. At the Ethernet and
1P levels, Lhosts may accept, reject, or forward packets based on
their source and destination addresses, protocol types, and other
characteristics such as security options. Examples of higher-level
se1vices atc remote login, finger, and network file systems. Secu-
ritywise, seivices can be ranked on two criteria, viz. the degree
of control over the system given by the service, and the strength
of the authenlication performed. ldeally, as the degree of contro!
increases, so should the strength of the 2uthentication.

3.2.2 Services offered by netwaork.

The primary service offered by 2 network (inciuding gateways,
etc.) is the transmission of packets. Other services offered are
tlie routing of packets and response to network management com-
mands. These services too can be ranked on the degree of control
provided and on the authentication required.

3.2.3 Services used by hosts.

Hosts use the services provided by the network to send and re-
ceive packels and the services provided by other hosts such as
resource location, network file systems, etc. In this case, a host
is vulnerable to incorrect information being provided by the ser-
vice. For example, a resource locator may return the identity of
a resource controlled by the attacker. The purpose of authenti-
cation in this case is to ensure the legitimacy of the information
being provided.

3.2.4 How attackers may exploit services.

An attacker may utilize a service in two ways. First, the service,
as documnented and intended to operate, may contain security

holes and weaknesses. These may be compounded by pour op-
erating practices of users and system administrators, e ¢, poor
choice of passwords. Second, due to bugs and trapdoors, the
sinplementation of the service may allow attzckers to use the ser-
vice in ways not intended by the designers. {Note that there is
sometimes a fine line between bugs and {eatures!) For example,
in some operating systems, hitting an interrupt character before
the login authentication is completed wijl 2!llow a Jogin without a
password, and some operating systems will crash the host when
certain types of Ethernet packets are received. Sce [5] for ex-
amples of some services offered and used by BSD Unix together
with what they allow a user to do, and the type of authentication
performed.

3.3 The Post-Attack Phase

A system may continue to exhibit changes even after the activity
of the attack is over. This may consist of the effects desired by
the attacker and possible side effects. From the point of view of
the system owner, effects of an attack could indude the following.

e Dissemination of data stored on the system.

* Loss or reduction of system services, possibly due to the
attacker’s use of services or by the attacker causing damage
to the system.

« Loss of system integrity and confidence in the system. Once
a system has been penetrated, there is always a possibility
that the attacker may do so again, possibly via trapdoors
left open the first time.

In [5], we survey several methods for detecting intrusions that
emmploy services such as Whois / Finger, Mail / SMTP, Remote
Login, Network File Systems, and Domain Name Service (DNS),
or perform misrouting of network traffic and overloading the sys-

lem.

4 CONCEPT OF THE N.S.M.

This section presents the conceptual view of the NSM. Currently,
the NSM uses a four dimensional matrix of which the axes are:
Source (a host which generates trafiic), Destination (a host to
which traffic is destined), Service {mail, login, etc.), and Con-
nection ID (a unique identifier for a specific connection). Each
cell in the matrix represents a unique connection on the network
from a source host to a destination host by a specific service.
This matrix is similar in concept to the well-known access ma-
trix, the basis for protection in many systems. Each cell holds
two values: the number of packets passed on the connection for
a certain time interval, and the sum of the datz carried by those
packets. An analyzer must examine the data patterns in the ma-
trix representing the current traflic to determine if an attack is

occuring on the system.

One method 1o examine the traflic matrix js to compare it
against a matrix holding a certain pattern. For example, 2 com-
parison may be made against a matrix holding the representation



of e speafic attack To compare the two matrices, the pattern be-
ing checked can be treated as a mask through whick the current
trafiic will be passed. A mask is 2 1epresentation of the values for
traffic measurements which are observed for some known trafhic
pattern. When the current trafiic measurements are presented
to the mask, only the measurements which have values matching
the mask will pass through. A high percentage of the measure-
ments passing through the mask would 1ndicate that the traffic
pattern for the mask is occurring.

Many problems which can occur in a networked environiment,
from a simple node going down to a network worm, can be used to
generate a mask. However, acquiring thesc masks can be difficult
since therc are simply notl encugh examples to generate many of
the desired masks. Simulations could also possibly be used to
generate attack patterns. However, we would only be generat-
ing masks {or predetermined problems or attacks. An ouiginal
problem or attack could go unuoticed.

Thereflore, for the present time, we have followed a similar path
as that by IDES |9} and Wisdom and Sense [18], viz. we penerate
a mask of the normal traflic and detect anything outside this pat-
tern. This is based on the Denning inodel [2] which assuines that
an attack would generate anomalons patterns. For this approach,
we must tieat our mask in just the opposite way as before. Qur
mask now only allows measurements which do not match this
“normal” mask to pass through. {See Tig. 1.}

The actual 1epresentation of the mask can be performed by
several methods. We currently gencrate a probabilistic distri-
bution of values for each measurement which is seen frequently.
The value for a current measurement is compared to the distri-
bution, and if the probability of that value occurring is too low,
it 1s passed through the mask. Although we have had excellent
results with this method, it is very expensive in terms of memory
requirement, and it may not be appropriate in all environments.
We are curiently looking at gencrating masks using the tech-
niques used by INES, Wisdomn and Sense, and other intrusion
detection systems, so that we can make an experimental anaiysis
of these different methods.

The NSM is designed to operate in an open environment in
real time. To this end, any analysis to be done must match
the capabilities of the machine as well as the amount of trafiic
which is occurring. The matrices generated by the NSM, even a
sparse ofie, can contain a very large number of measurements to
be examined. A trade-ofl must often be made as to how much
analysis is performed on measurements and how frequently this
analysis is to be performed. The NSM, therefore, groups cells in
alogical and hierarchical fashion. The groups are then presented
to a mask, which in turn has been grouped. lf a group passes
through the mask, this group can be presented to the security of-
ficer; furthermore, the NSM can break the group into the smaller
constituents to perform a more detailed analysis. (Sce Figs. 2
and 3.)

Qur groupings are based on the axes of the matrix. Fach level
of grouping eflectively reduces the dimension of our matrix by
one. All the connections of a specific service between two hosts
are grouped into a “Souvice-Destination-Service” group represent-
ing all the trafiic flowing from the Source to the Destination
by that Service. Fach of the service groups for a pair of hosts
are then grouped into a “Source Destination” group representing

all the trathe flowing from the Source to the Destination  All
the “Source-Destination” groups for a specific source host are
grouped into a “Scurce” gioup representing all the trafiic gener-
ated by that Source. The result is 2 hicrarchicel structuring of

groups from the Source group to the individual cell.

This hierarchical structuring allows for a monte carlo divide-
and-conquer search of the entire network traffic. We are able to
perform fast analysis required for real time analysis, but we can
only be sure with a high probability of detecting an attack. If
processing power is available, greater analysis may be conducted
on groups which do not show abnormality, in order to reduce
the chances that the probabilistic search presented an incorrect

answer.

Other stiuctured groupings may also be desired. Examples in-
cude grouping services which use a particular implementation,
grouping services by the level of authentication they require,
grouping hosts by the operating systems they use, and group-
ing hosts by their physical location.

The second method to examine the current trafic matrix is to
apply a set of rules against the matrix. This method is particu-
larly important if profile masks have yet to be generated. Since
the 1ules look for specific traffic patterns, they can be trans-
formed into matrix masks too; therefore, only the single analysis
tool, passing current trafiic through masks, needs to be used. Un-
{ortunately, after examining a number of potential rules, we have
found not all rules apply well at all grouping levels, so a2 mask
may only be applicable at a single level. For example, a rule
locking for a login connection which only exchanges a few pack-
ets znd terminates (thus indicating a possible failed login) does
not map well to the Source-Destination group level. Conversely,
a tule looking for a host communicating with a large number of
other hosts works well at the Source-1Jestinztion level, but it does
not work well at the connection level.

5 DETAILS OF TIIE N.S.M.

This section examines the details of the NSM prototype. The
NSM was built on 2 Sun-3/50 workstation and it consists of five
separate components: a packet catlcher, a parser, a matrix gen-
erator, a matrix analyzer, and 2 matrix archiver. A description
of these basic components and of the overall system is given, fol-
lowed by 2 more in-depth examination of the matrix analyzer
component. A description of an interface to the system, which is
under construction, is presented at the end of this section.

5.1 Overall Structure

The NSM prolotype consists of the five main components linked
in a pipeline fashion. The components are modular so they may
be modified separately, as long as their interfaces remain un-
changed. They may zlso be used as parts of other programs -
the first three components are used by another of our projects,
the Eavesdropper, and components one, two, three, and five were
used to generate the data to build the profile.

Tle packet catcher captures the traffic off the network, collects
the individual bits into separate Ethernet packets, and passes
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this 1e the only one that s platform-dependert. 1t must be able

cach packet to the parser. Of the five compouents of the ,
to put the Ethernet hardware 1uto promiscuous mode, so that
all tiaflic, not just the trafhe destined for the host ou which the

monitot 1s runwing, is captured.

The parser takes the packet from the packet catcher, patses the
layers of protorol, extracts pertinent information from ezch layer,
and passes the information to the matiix generator. The parser
needs to have detailed knowledge of the protocols it js required to
parse. The pertinent information consists of the packet’s source,
the packetl’s destination, the service, which host initiated the
connection, and a unique thiead ID. Although we are curzently
only paising IP and TCP protocols, this pertinent information
should be available in most other protocols as well.

The matriz generafor takes the information passed down from
the parser, finds a cell in the Access Control Matrix, or current
traflic matnx, to which the packet belongs, and increments a
counter in that cell. Each cell in the matrix represents a single
connection across the network. The counter in the cell indicates
how many packets have been generated by this single connection.
A counter also resides in the cell to indicate how many bytes of
data have been generated by the connection (a packet may con-
tain a variable amount of data), but is not used in the prototype.
This matrix location is based on the 4-tuple <source, destina-
tion, service, connection ID>. A static matrix to hold every
possible 4-tuple is prohibitively large (the source and destination
fields are 32 bits long), so the sparse matrix is implemented with
linked lists. This spatse matiix is shared with the matrix ana-
lyzer. In addition to communicating with the matrix analyze:
by updating counters in the matrix cells, every time a new node
has to be gencrated, 2 message is sent to the matrix analyzer to
indicate that a new communication has begun.

The linked-list matrix format consists of a list of nodes con-
taining the addresses of hosts which have placed a packet on
the network. Bach of these “source” nodes has a list of nodes
holding the addresses of hosts to which 1t, the source node, has
sent a packet. Each of these “destination” nodes has a hst of
nodes holding information about each service used between the
source and destination hosts. Each “service” node has a list
of nodes holding information about each connection using the
service between the source and destination hosts. Finally, cach
“connection” node contains the number of packetls used by the
connection and which host, the source or destination, initiated

the connection.

The source, destination, and service nodes also contain current
information about the nodes below them. This corresponds to the
grouping of cells mentioned previously. The service node contains
the sum of all the packets using the service between the source
and destination nodes, and the service pode knows how many
connection nodes are below it. The destination node contains the
sum of all the packets which have passed between the source and
the destination, and it knows how many scrvice nodes are below
it. Finally, the source node contains the sum of all the packets
which it has generated, and it knows how many destination nodes
are belowit. Since the placement of each packet must go through
cach node along its path to the proper “connection” node, the
nodes zlong the path to insertiop ¢imply incement a counter
every iime a search passes through it. Thus, no extra work is
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requited to keep the appregate totals

The matrir analyzer examines the matrix cepe sonimg tre oy

rent traffic. The analysis is done by two difiezent mo thods: euiy,.

otk traffic,

ining the current network traflic apainst “nonz
the masking technique, and by applying tules 10 the current net.
watk trafiic to look for specific patterns. The matiix analvzer gy

triggered by two different events: first, when 2 new node s gen.

erzted by the matrix generator, a quick anzlysis s made of the
new connection, and secound, an alarm sounds =t prescribed in-
tervals to start 2 thorough analysis. The current montor checks
every five minutes. Theoretically, the matrix analyzer should
do a thorough analysis continually. In practice, Lowever, enough
computing power may not be available, so 2 compromise must be
made — we simply chose five minutes intervels. Furthermore, if
connection passes the initial quick analysis, 2 thorough anelysis
would not detect anything until enough packets hzve been gener-
ated lo indicate something abnormal. After every third chedk, a

message is sent to the matrix archiver to store the current matrix.

The matrix analyzer also handles the reporting of problems to
2 seculity officer. Eventually another component, the NSM user
interface, will be added to generate a powerful but easy to use
interface for the security officer. The matrix anzalyzer will then
pass its Tesults to the interface module which will determire how
to present the results to the officer.

Finally, the matriz archiver writes the matrix representing the
current traflic out to disk. Currently, a signal to save the matrix
is sent 1o the archiver by the matrix analyzer every fifteen min-
utes. The size of our archive files is approximately two and a half
kilobytes when compressed. Thus, approximately one megabyte
of storage is used every four days. The archived files can be used
to build or update a network profile. Also, if a previously unsas-
picious host 1z marked as suspicious, its previous network activity
can be tracked.

5.2  Analysis Pliase

As indicated previously, the matrix analyzer examines the ma-
trix representing the current traffic. Specifically, it looks for un-
usual traffic patterns and particular trafic patterns. Searching
the traflic for unusual traflic requires knowledge of normal net-
work activity which initially may not be avzilable. Therefore, the
specific trafic pattern detection scheme is essential.

To detect specific patterns in the network traffic, a series of
rules is applied to the current matrix. These rules look for traffic
patterns the author, the writer of the rules, imagines an attack
will generate. The prototype is currently looking for very simple
patterns: a single host communicating with more than fifteen
other hosts, logins (or attempted logins) from one host to fifteen
or more other hosts, and an any attempt to communicate with
a non-existent host. These rules scan for unimaginative and sys-
tematic attempts to break into a local computer systemn. More
claborate rules may be easily (and are being) added.

Detecting unusual patterns by a probzbilistic analysis of the
traflic requires knowledge of what the normal trafiic flow is. The
current traffic matrix is then compared to the normal/abnormal
trafic mask to determine if something uwnusual is happening.

Analysis of the network traffic of our depzrtment Ethernet shows



that most howts communicate almost exclusively with a very
small subset of other hosts (roughly thiee to five other hosts), and
when these hosts do communicate, the same services are almost
always used. Thus, even though there is a very large number of
possible communication paths, only a very small subset is used.
Any attack, even by Jocal machines, would need to have intimate
knowledge of these communication paths Lo go undetected.

The prototype examines the current network traflic when 2 new
node is added, and at five minute intervals. When a new node is
added to the network, the probabilistic analysis examines the cell
against the normal/abnormal mask. At five minute intervals, the
entire traffic matrix is compared to the normal/abnormal mask
and the rules. Examining the probability that each path will ex-
ist and the probability that the amount of traflic generated on
each path 1s normal can be expensive, so the hierarchical search
pattern is used to limit the depth of the search. The search exam-
ines the summary information at each index node, the grouping
information mentioned previously, to determine whether to per-
form an analysis deeper into the matrix. For example, if two
nodes are cominunicating within normal boundaries, {urther ex-
amination of the individual services and connections may not be
conducted.

Finally, the NSM’s normal profile does not consist simply of
a mean and variance; it consists of a range of values and the
probability of observing a value at each range. Careful examina-
tion of network traffic showed that data amounts were not always
(Gaussian distributed; therefore, the mean and variance could not
captuie the true shape of the data.

5.3 NSM User Interface

The user inter{ace for the NSM is under development. Its purpose
is to provide a user {e.g., the security officer) information about
the Access Control Matrix (ACM) in pictorial form that can be
used to alert the security officer to attacks that change the tactics
of the NSM.

In 1mplementing the NSM interface, several goals had to be
accomplished, and these goals are outlined below.

+ Real-Time Display. This is accomplished through the use
of a set of tools that gradually set constant elements of the
ACM vector: (to-host,from-host, service). This process min-
imizes specific data requests to the ACM.

+ Fase of the Interface. By working with the X-Window
Interface environment coupled with the Athena Widget
Toolkit, all tools are controlled through positioning of a
mouse control with the keyboard regulated to customization
preferences handling.

+ Readability of Displayed Data. The three different tools
graphically jllustrate data such as ‘blacked’ hosts with no
connections to other machines in the Variable Display; rel-
ative value boxes in the Giid Display for various measures;
and actual informmation flowing between hosts in the Con-

nection Display.

« Portability of System. The X-Window Interface is felt
to maximize the possibility that the system will be portable

due to ity wide-spread influence in the computing industyy.

« Non-Competition with the Actual NSM. Much of the
work for display of the data is done through the use of the
Taolkit and the Window servers, thereby frecing up the NSM
to concentrate on its detection routine(s).

Future planned implementation of tools indude various ‘dials’
and ‘gauges’ as extensions of the Grid Display tool, as well as
a tool for interaction between the NSM and the security officer.
Also needed and planned are the implementation of ‘groups’ to
assign & common name to a group of hosts as well as increasing
the vector to handle a user and time variable.

This interface shares many qualities with the IDES system in-
terface, in that its purpose is to show the current state of traffic
in a machine. The NSM, however, works on a larger scale than
the IDES system, which is intended normally for single-host se-
curity analysis. The majority of this difference consists of the
different priorities of what each interface reports. However, the
IDES system currently has advantages that the NSM lacks such
as aliases. Future NSM enhancements will remove this deficiency.

6 PERFORMANCE OF THIZ N.S.M.

We had several goals to accomplish with the early prototype of
the NSM. Among these were the measurement of the actual data
paths used {or network traflic, an examination of the distribution
of the values of the data for the different measurements, a deter-
mination of the processing power actually required by the NSM,
and a determination of the types and numbers of problems re-
ported. These information will be used for further research into
the network-based intrusion delection method.

A data path is defined to be a means by which two hosts can
communicate. This is generally provided by network services on
the hosts. (Communication via removable media such as disks or
tapes is not considered.) Thus, the total number of data paths
between two hosts is defined to be the total number of network
services by which the two hosts may coramunicate. Then, the
total number of possible data paths is the number of possible
host pairs multiplied by the number of services each pair can

use.

We define a data path to be used if at least one connection was
established on that path during a two-week observation period.
Even with this very conservative definition, we found that only
0.6 percent of all of the possible data pathswere used. Therefore,
our sparse matrix representing the normal traffic pattern needs
to be only 0.6 percent of the possible matrix size. Furthermore,
a random attack on this network would only have a 0.6 percent
chance of using 2 data path which is normally used.

The distribution of the data was found to be generally multi-
modal {2nd not Gaussian). However, with many of the services,
it is possible to mask out traflic generated automatically by the
service itself or by the TCP protocol in order to anive at a data
distribution that is closer to Gaussian. This is important since
many statistical techniques assume the data to be Gaussian dis-
tributed.



The prototype hos been 1un on a Sun-3/50 workstation with no
major drep in performance for other users on the machine. Only
very simple wnalysis was performed, however {see Section 5.2).
Reducing, the thieshold at which further analysis 1s performed
in the matnx hierarchy can dramatically increase the amournt
of analysis required. Some training will be needed to deterinine
the appropriate thresholds. Performing more complex analysis of
anomalies (see below) can also drameatically increase CPU usage.

Many of the pioblems we detected on the network were simply
abuse of network privileges. Problems such as fiequent full back-
ups of files over the network using FTP were common. Programs
which continually executed finger programs were also discovered.

Some problems proved dificult to isolate with our simple anal-
ysis. For example, once we had a host which was a file server for
several other hosts go down. Suddenly, we had many reports of
prablems from many different machines, and our first thought
was that we had another worm. Had we known the relationship
between these hosts, we could have come to a correct conclusion
immediately. A network biidge going down also generated a large
number of errors. Knowledge of the relationship between the dif-
ferent nodes on the network would be very useful in correlating

problems on the network.

Knowledge of particular services can also be very important.
For example, receiving mail fiom an unknown host should not
cause as much concern as receiving a login from an unknown host.
Stmilarly, many warnings were posted when a computer game
called “Empire” was initiated on a local host, and the game and
the host’s address were anuounced on the local usenet network.

On 2 few accasions, a number of potential break-ins were de-
tected. Several times, from one of our dial-up ports, large num-
bers of consecutive failed logins were detected. Also, periodically,
some of our alumni would try to log in to their old accounts. Al-
though their accounts were often still active, a login from an
unknown host set off the monitor, requiting us to track down the

problem.

The biggest concern was the detection of unusual activity
which was not obviously an attack. Often we did not have some-
one to monitor the actual connection, and we often did not have
any supporting evidence to prove or disprove that an attack had
occurred. One possible solution would be to save the actual data
crossing the connection, so that an exact recording of what had
happened would exist. A second solution would be to examine
audit trails generated by one of the hosts concerned. Both ap-

proaches are currently being examined.

In general, we were pleased with the performance of our prelim-
inaty NSM prototype. The matrix proved sparse, the hierarchi-
cal model did reduce the computational requirements to a point
where recal-time analysis could be performed, and we were able
to detect several abuses and intiusions on our own departmental
Ethernet network.

7 CONCLUSION AND FUTURE

WORK

We have discussed an approach to obtaining network security
based on capturing and analyzing network activity. The need
for 2 security moritor is dear: most networks are intrinsically
insccure as are the hosts that are attached to the network, and the
network must be protected against users {(insiders and outsiders)

misusing privileges.

The paper establishes an implemented framework (called the
NSM) for coping with network attacks. The NSM, working on
an BEthernet, although most of the system is independent of the
network type, captures and analyzes every packet in real time.
An use of the network is considered suspicious if it is very dis-
similar from previous uses (aka profiles) or if it is inconsistent
with one o1 more policies. Similar methods for fiagging attacks
are the basis for host-based security monitors.

The network model offers the opportunity for a hierarchical
analysis of activity. At the lowest level, host-to-host activity is
analyzed; at the next level, it is services; and at the next level, it
is connections. The lowest level is the first line of defense, passing
suspicious behavior to the higher levels. This is the manner in
which the NSM works autonomously. Under the security officer’s
control, the requests for data start at the top level and proceed
downwards. Work is in progress on a more detailed analysis of
network activity involving users and applications.

The paper 2lso presents a model of network-based attacks, the
model reflecting the phases of an attack, the services used, and
the purpose of the attack. The attacks have a commonality, in
that a user gains access to the network and then atiempts to
determine what the hosts can offer him or attempts to damage
the network.

Many attacks will take this form, and will be detectable by
the NSM in real-time. More subtle attacks will not leave so
obvious a trail in network behavior. For example, an attacker
could guess a password for a host, and use the rep faality to copy
the password file from another host for the ultimate purpose of
cracking passwords. (Of course, the NSM could contain rules to
be suspicious of the passward file being trensfered, but one could
easily think of file names that would not be suspicious to the
NSM.) Thus, a2 comprehensive monitor would also involve host-
based monitors to watch over the activities of individual hosts.

We 2re considering such hybrid systems.

Our initial results are promising and the overall framework for
network monitoring allows integrating the NSM with the analy-
sis software that is part of current host-based monitors. Clearly,
however, it is essential to install the NSM (and other monitors)
into real settings for extended times and determine their effec-

tiveness in coping with real attacks.

Finally, we remark that our present network monitoring activ-
ities are confined to the local environment because the broad-
cast propeity of LANs enables us to design and test a single
secure monitor that has access to all of the network traffic. Dis-
tributed monitoring of wide area networks will undoubtedly be
more complex, and it will be taken up after our experience {rom
LAN monitoring matures. In an irregular-structured, store-and-



forward network. o single location of the momtor will no longer
sufiice since &l network packets will not necessarily be routed
through a particulst node. Hence, the network monitoring func-
tions have to be distiibuted zmong several nodes. These nodes
will exchange information 1o reach a consensus on whether an
attack 1s 1 progress. Noting that some of these nodes might
have themselves been compromised, the distributed monitoring
mechanism is expected to borrow some of the concepts from the

Byzantine Generals Problem [8].
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