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Overview
• Thoughts on “Advanced Persistent Threats”

• What’s next after signatures (back to anomaly detection?)

• The problem with uncertainty

• From test to diagnosis

• End of the line for network analysis

• Role of audit trails

• Google, the APT, from the audit trail perspective
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Advanced Persistent Threat

Anything that gets past automated detection / prevention



Demo
(PDF Trojan horse)

















int main(int argc, char *argv[])
{
    @autoreleasepool {
        
        /* Open embedded PDF File */
        NSBundle *myBundle = [NSBundle mainBundle];
        NSString *filepath = [NSString stringWithFormat:
                              @"%@/Contents/Resources/Aurora.pdf",
                              [myBundle bundlePath]];
        [[NSWorkspace sharedWorkspace] openFile:filepath];
        
        /* Do Trojan-y stuff */
        FILE* fp = fopen("/Users/heberlei/Demo/HelloWorld.txt", "w");
        if (fp != NULL) {
            fprintf(fp, "Free Kevin!");
            fclose(fp);
        }
    }
    exit(0);
    return NSApplicationMain(argc, (const char **)argv);
}
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“Advanced” Attack ??

• OS is fully patched system

• Gatekeeper is on

• My three AV systems say everything is good

• Minutes to write
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100% of victims have up-to-date anti-virus 
software
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Advanced Persistent Threat

1: Relentless until successful

2: Long-lived

Not a crime of opportunity

No longer a smash and grab



http://www.mandiant.com/threat-landscape/
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http://www.mandiant.com/threat-landscape/

Median number of days before discovery:
416
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Advanced Persistent Threat

It’s made of people



Advanced Persistent Threat

“Although patching is effective against this [‘fileless’ bot] and 
similar threats, ...”

http://www.securelist.com/en/analysis/204792231/IT_Threat_Evolution_Q1_2012



Advanced Persistent Threat

“Four specific families of threats contributed to the steep 
rise in the malware infection rates ...”

http://blogs.technet.com/b/security/archive/2012/07/20/new-microsoft-malware-protection-center-
threat-report-published-eyestye.aspx





Threat
is

People

Government

Software



Threat
is

People

Government

Software User

POTUS

Where you
stand

Hunters, large security service

Storm Centers

Cyber Command

System administrator

Network administrator

Enterprise CTO, CSO



User

POTUS

Where you
stand

Threat
is

People

Government

Software

Hunters, large security service

Storm Centers

Cyber Command

System administrator

Network administrator

Enterprise CTO, CSO



What’s next after signatures
(back to anomaly detection?)
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APTs require a new, “fuzzier” detection 
strategy

WAS: Yes No

NOW: Yes No Maybe



New “fuzzy” detection approaches will make 
your jobs difficult



Jerry L. Archer
SVP &CSO, Sallie Mae

http://www.brighttalk.com/webcast/288/50553
http://www.brighttalk.com/webcast/288/50553
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“Signature-based malware detection has been limping along 
on life support for years”

Gartner’s Magic Quadrant for Endpoint Protection Platforms

Dec 11, 2010



“Signature-based defenses don’t work anymore.”
Peter Kuper: VCs renewing their love affair with security companies

May 16, 2012

“Signature-based malware detection has been limping along 
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Gartner’s Magic Quadrant for Endpoint Protection Platforms

Dec 11, 2010



“The model is based on the hypothesis that exploitation of a 
system’s vulnerabilities involves abnormal use of the system; 

therefore, security violations could be detected from 
abnormal patterns of system usage.”

– 1986



“The model is based on the hypothesis that exploitation of a 
system’s vulnerabilities involves abnormal use of the system; 

therefore, security violations could be detected from 
abnormal patterns of system usage.”

– 1986



The SRI IDES Statistical Anomaly Detector

“The IS statistic is itself a summary judgement of many measures.”

IS = (S1,S2,...,Sn) C-1 (S1,S2,...,Sn)t

Anomalousness
of measurement 1

Anomalousness
of measurement 2

Inverse of
correlation matrix

– 1991



S1

S2

R

R2 = S12 + S22

IS = R2

Anomalousness
of measurement 1

Anomalousness
of measurement 2

Summary judgement 
of abnormality
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False Positive Paradox

A system with 99.9% accuracy

can be wrong 90% of the time

Depends on the underlying distribution of the data, and that can be 
different from location to location and at one location across time
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In the end, we need to move from a positive test to a diagnoses, and 
complex statistical analyses can be difficult to understand



The problem with uncertainty



Uncertainty causes anxiety
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Information Signature Anomaly

Target: 128.131.7.2 : 161 128.131.7.2 : 161

Attacker: 128.120.56.31 : 5611 128.120.56.31 : 5611

Attack Name: xdr_router_crash unknown

Vulnerability ID: CVE-2002-0391 unknown

Vulnerable: Yes unknown

Damage: Crashes Cisco routers unknown

Link to Patch: Cisco_patch none

Details: Security Focus none
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The rest of the story...

“You can never step into the same river twice”
– Heraclitus of Ephesus (535 - 475 BC)

“You can never boot the same system twice”
– Todd



From test to diagnosis



Published: May 1990

BACK T
O
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End of the line for network analysis



New “fuzzy” detection approaches will make 
your jobs difficult



http://www.youtube.com/watch?v=UxipQv7vs0s
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“If I’m doing something nasty to your network, the one thing I am going 
to do: everything I possibly can to not look like an outlier.”

– 08:12

“I am not going to do all the dumb stuff that the SEIM manufacturers are 
counting on me to do.”

– 08:24

“I am going to look like hay, and you gotta figure out how to deal with 
this.”

– 08:58
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Network vs. Host

Claim: It is easier for the adversary to do this...
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Network vs. Host

... with network-centric sensors



Published: May 1990

“A second solution would be to examine audit trails 
generated by one of the hosts concerned”
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Auditing

Video



Demo
(Audit Viewer)



Windows Has Good Auditing Too

Windows 7 Audit Trails: Exfiltration of the Swift

Windows 7 Audit Trails: An Introduction

Analyzing Windows EVTX Logs
http://www.netsq.com/Tools/AuditExplorer/SneakPeak/

http://www.netsq.com/Documents/Windows_Auditing4.pdf

http://www.netsq.com/Podcasts/Data/2010/TheSwift/



Google, the APT,
from the audit trail perspective



Audit Explorer Tutorial Videos
http://www.netsq.com/Tools/AuditExplorer/Videos/

http://www.netsq.com/Research/Single.php?stuff=papers&num=24

The Making of "The Advanced Persistent Threat You Have: Google Chrome"

The Advanced Persistent Threat You Have: Google Chrome

http://www.netsq.com/Research/Single.php?stuff=papers&num=23
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Why Google Update

• C&C agent that wakes up periodically and checks for new commands

• Blends in with normal traffic

• Downloads commands and executes them

• Modifies security-critical software on your system

• Gets rid of the evidence

• If you can’t analyze this, can you analyze real APTs?
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From boot to file creation
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From network to file placement
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Why Audit

• Programs may not exist in memory for very long

• Programs may not exist on the system for very long

• Need to identify what was stolen and what was modified

• Modern OSes have pretty good auditing, but we must provide 
feedback
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Why Audit cont...

• Network analysis is reaching the end of the line

• Get on the host

• Yes, No, Maybe; It is a brave new world, and you must do the diagnosis

• Practice in real-world environment with lots of noise
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