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Analytics
Specifically, our goal is to develop monitoring techniques that will enable us to 
maintain information of normal network activity (including those of the network’s 
individual nodes, their users, their offered services, etc.) The monitor will be 
capable of observing current network activity, which, when compared with historical 
behavior, will enable it to detect in real-time possible security violations on the 
network – regardless of the network type, organization, and topology.

Modelling patterns of life for each user and machine, it is the only software 
platform able to detect normal and abnormal behaviors as they emerge, without 
already knowing what it is looking for, and calculate the probability of threat based 
on the detection of behavioral anomalies.
System 2
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“The distribution of the data was found to be 
generally multi-modal (and not Gaussian). … 

This is important since many statistical 
techniques assume the data to be Gaussian 

distributed.”

1990



“The biggest concern was the detection of 
unusual activity which was not obviously an 
attack. Often we did not have someone to 

monitor the actual connection, and we often 
did not have any supporting evidence to 

prove or disprove that an attack had 
occurred.”

1990



“One possible solution would be to save the actual data 
crossing the connection, so that an exact recording of 

what had happened would exist.”

“A second solution would be to examine audit trails 
generated by one of the hosts concerned.”

“Both approaches are currently being examined.”

1990
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#define ATTACK_MODEL_WEIGHT     2.0
#define PROFILE_WEIGHT          1.0
#define ES_WEIGHT               5.0

NSM’s analyze.h1995
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The Great Forgetting



Questions in the late 1990s

I added a string, but why didn’t the warning didn’t go up?

Why is “Last login” a signature?

Why did the warnings go down when we ran the 
data a second time?



“Last login” Indicator

if ((num_of_last_login > 0) 
|| (num_of_login_last_used > 0)){ 
    logged_in = TRUE; 
    warn_value -= DEFAULT_TCP_WARN; 
} 
else { 
    warn_value += 2.0; 
}



“daemon:” Indicator

if ((num_of_passwd_file > 0) && 
(num_of_passwd_file < 3)){ 
    warn_value += 5; 
} 
else if (num_of_passwd_file >= 3) 
    warn_value += 6.0;



Golden Years of Commercial 
IDS

1993-2000
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High Profile Attacks

http://www.wired.com/2010/01/operation-aurora/

http://www.wired.com/2010/01/operation-aurora/


The Value of Scale
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Before there was Mandiant there was WheelGroup

An early Managed Security Service Provider (MSSP)

NSM Source Code from 1995
September 9, 2015

September 7, 2015

September 7, 2015


