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Analytics

Specifically, our goal is to develop monitoring technigues that will enable us to
maintain information of normal network activity (including those of the network’s
individual nodes, their users, their offered services, etc.) The monitor will be
capable of observing current network activity, which, when compared with historical
behavior, will enable it to detect in real-time possible security violations on the
network — regardless of the network type, organization, and topology.

System 1

Modelling patterns of life for each user and machine, it is the only software
platform able to detect normal and abnormal behaviors as they emerge, without
already knowing what it is looking for, and calculate the probability of threat based
on the detection of behavioral anomalies.

System 2
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Analytics

Specifically, our goal is to develop monitoring technigues that will enable us to
maintain information of normal network activity (including those of the network’s
individual nodes, their users, their offered services, etc.) The monitor will be
capable of observing current network activity, which, when compared with historical
behavior, will enable it to detect in real-time possible security violations on the
network — regardless of the network type, organization, and topology.

"A Network Security Monitor”, May 1990

Modelling patterns of life for each user and machine, it is the only software
platform able to detect normal and abnormal behaviors as they emerge, without
already knowing what it is looking for, and calculate the probability of threat based
on the detection of behavioral anomalies.

Darktrace web site, March 2015
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"The distribution of the data was found to be
generally multi-modal (and not Gaussian). ...
T'his I1s Important since many statistical
technigues assume the data to be (Gaussian
distributed.”

1990



"The biggest concern was the detection of
unusual activity which was not obviously an
attack. Often we did not have someone to
monitor the actual connection, and we often
did not have any supporting evidence to
orove or disprove that an attack hao
occurred.”

1990



‘One possible solution would be to save the actual data
crossing the connection, so that an exact recording of
what had happened would exist.”

"A second solution would be to examine audit trails
generated by one of the hosts concerned.”

‘Both approaches are currently being examined.”

1990
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7
logzin: guest
I, INCOTICCl

¥

O 1001
Permission dented

(_‘WD ~RO()I‘ gu——________________ e,
218 26738 128.120.2.251 128.120.57.60 6 25858
23 lclnt:t =y 3 1991 Mon-Jun-03-18:12:38-1991 35

S 4() 34 144 0 rcc~l 1-rec-2

199 267370 8.944 5778 10.000 10.000 128.120.2.251 128.120.57.14 6 10498
23 telnet Mon-Jun-03-18:10:09-1991  Mon-Jun-03-18:10:36-1991 27




Feb 28 15:41 1991 unify Page 1

From unify!tonga.unify.com!srm@dcsusac.ecs.csus.edu Thu Feb 28 13:29:54 1991
Received: by iris.eecs.ucdavis.edu (5.57/UCD.EECS.4.0)
id AA08857; Thu, 28 Feb 91 13:29:52 -0800
Received from csusac.ecs.csus.edu by ucdavis.ucdavis.edu (5.61/UCD2.03) |
id AA10151; Thu, 28 Feb 91 13:20:23 -0800
Receivedz by csusac.ecs.csus.edu (5.61/1.34)
id AA14720; Thu, 28 Feb 91 16:20:28 —-0500
Received: from tonga
by unify.com (5.61/smail2.5/06-13-89/jwc.4)
with SMTP
id AA08207; Thu, 28 Feb 91 12:43:48 —-0800
Received by tonga. (4.0/SMI-4.0)
id AA05658; Thu, 28 Feb 91 12:43:41 PST
Date: Thu, 28 Feb 91 12:43:41 PST
From: srmdtonga.unify.com (Steve Maraglia)
%essage—Id: <9102282043.AA05658(@tonga. >
To: heberlei(@iris.eecs.ucdavis.edu
Subject: Re: the scoop
Status: R

Todd,
Thank you for emailing the transcript!

Do you have any other information regarding Unify passwd hacking or
unauthorized access to Unify? If so, can you send it to me?

This type of irresponsible behavior should be dealt with very
harshly! Can any legal action be taken against these individuals?
Will this "I " bec removed from all systems at ucdavis?
Can you tell me what, i1f any, action is being brought against these
individuals?

Thanks for your help |

teve Maraglia - System Administrator internet: srm@unify.com |

nify Corporation .. '{uunet,csusac,pyramid} 'unify'!'srm
3901 Lennane Dr. Sacramento, CA 95834 (916) 928-6271




A RMANV N SN o AANA T & N\ A4 el e Al & S S -~ A -

Date: Thu, 28 Feb 91 12:43:41 PST
érom: srmdtonga.unify.com (Steve Maraglia)

essage-Id: <9102282043.AA05658(dtonga.>
o: heberlei(@iris.eecs.ucdavis.edu

Subject: Re: the scoop
Status: R

Todd,
Thank you for emailing the transcript!

Do you have any other information regarding Unify passwd hacking or
unauthorized access to Unify? If so, can you send it to me?

This type of irresponsible behavior should be dealt with very

arshly! Can any legal action be taken against these individuals?
ill this "I '" bec removed from all systems at ucdavis?
Can you tell me what, if any, action is being brought against these

individuals?

Thanks for your help

teve Maraglia - System Administrator internet: srm@unify.com
nify Corporation . . '{uunet,csusac,pyramid} 'unify!srm
3901 Lennane Dr. Sacramento, CA 95834 (916) 928-6271
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ate: Thu, 28 Feb 91 12:43:41 PST

rom: srm@tonga.unify.com (Steve Maraglia)
essage—-Id: <9102282043.AA05658(@tonga.>

o: heberlei(@iris.eecs.ucdavis.edu

pubject: Re: the scoop
Status: R

Todd,
Thank you for emailing the

Do you have any other information regarding Unify passwd hacking or

unauthorized access to Unify? If

This type of irresponsible behavior should be dealt with very
arshly! Can any legal action be taken against these individuals?
ill this """ be removed from all systems at ucdavis?
Can you tell me what, if any, action is being brought against these

individuals?

Thanks for your help

nify Corporation . '{uunet,csusac,pyramid} 'unify!srm

teve Maraglia - System Administrator internet: srm@unify.com
3901 Lennane Dr. Sacramento, CA 95834 (916) 928-6271



#define ATTACK MODEL WEIGHT
#define PROFILE WEIGHT
#define ES WEIGHT

Oor kL, DN
o O O

1995 NSM's analyze.h
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The Great Forgetting



Questions in the late 1990s

Why did the warnings go down wnhen we ran the
data a second time?

| added a string, but why didn't the warning didn't go up”

Why Is “Last login™ a signature”



‘Last login™ Indicator

1f ((num of last login > 0)
|| (num of login last used > 0)) {
logged 1n = TRUE;
warn value -= DEFAULT TCP WARN;
J
else |
warn value += 2.0;

}



‘daemon:’ Indicator

1f ((num of passwd file > 0) &&
(num of passwd file < 3)) {
warn value += 5;
}
else 1f (num of passwd file >= 3)
warn value += 6.0;



Golden Years of Commercial
IBN

1993-2000
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Rest In Peace

Rest In Peace

2003
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High Profile Attacks

KIM ZETTER ECURITY 01.14.10

GOOGLE H\Cl\ \TT\Ch WAS
ULTRA SOPHISTICATED, NEW
DETAILS SHOW

HACKERS SEEKING SOURCE code from Google, Adobe and
dozens of other high-profile companies used unprecedented
tactics that combined encryption, stealth programming and
an unknown hole 1n Internet Explorer, according to new
details released by the anti-virus firm McAfee.

http://www.wired.com/2010/01/operation-aurora/



http://www.wired.com/2010/01/operation-aurora/

The Value of Scale



Amazon Purchase Circles

Identifies top sellers unique to defined
groups.

Groups are defined a priori

Our model:

may indicate an attack targeted at a specific
group (e.g., Air Force or power grid)

Government
Military




Bestsellers for U.S. Air Force

rchase Circles > Government > Military > U.S. Alr Force

Books: Bestsellers for U.S. Alr More:

Force
1 Harry Potter and the Goblet of Fire
2 Harry Potter and the Chamber of Secrets
3 Harry Potter and the Sorcerer’s Stone

4 Harry Potter and the Prisoner of Azkaban

Activity unique to Air Force, and perhaps most
important to the Air Force, 1s lost 1n the noise.




Unique to U.S. Air Force

QS ’55:)5 rchase Circles > Government > Military > U.S. Air Force

Books: Unique to U.S. Air Force Mare: Pur
1 Air Power: A Centennial Appraisal

2 They Also Flew: The Enlisted Pilot Legacy, 1912-1942

3 Victor Padrini: A Novel of the United States Air Force
Academy

4 The Limits of Air Power: The American Bombing of
North Vietnam

These books are important to people 1n the Air Force. What
attacks might be unique to the Air Force, and should we pay
closer attention to them?




No one organization can field the depth

of expertise or the range of sensors

.
“he e vew 1o e e NE€AEd to fully understand everything

From: that may occur on their systems. A
D ate: | na_'..J, December 07, 2000 4:07 AM . .
subioct e wae . cOmMmunity ettort 1s needed.

zled by a scan 1 have been seelng and would like to know 1f
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ng this, and mavbhe have some 1deas on what might be

For = least two weeks now seelng scans on port 1024 and
S072. I know port 1024 has been assoclated with NetSpy, and at first, 1

thought this might be the cause. Howewver

I have =since sSeen sScans on
i Sometimes scans to
e sSequential. I have

attached an excerpt of a log showing the scan.
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these ports alternate and sometimes they ar
.

001130.06:49:04 64.2£29.96.233:21 | 24:3072 RaT:ACK: -
001130.06:49:094 64.2£29.96.233:21 > : 3072 RST:ACK: -
001130.06:49:04 64.229.96.233:21 > : 3072 RET:ACK: -
001130.06:49:04 64.229.96.2 21 | : 3072 RST:ACK: -
001130.06:49:04 64.229.96.233:21 | : 3072 ROT:ACK: -
001130.06:49:04 64.2£9.96.2 a1 | : 3072 RoT:ACK: -
001130.06:49:04 64.229.96.233:21 > | : 3072 RST:ACK: -
NMN1153N0.NA:49:MN4 /REG.2729.9A.25353:21 s AN72 RET: ACK:
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Cyber Security

|dentify Emerging Threats and Fight Cyber
Crime in Real Time g
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g

Home Products & Solutions Fraud & Security Intelligence
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SAS® - :
Cybersecurity Sl - .
The essential layer for cyberdefense B = DETECT UNKNOWN T-R
7 Cyber threats are pervasive a dyi insid our network
T — Tackling emerging anomalies is critical to g ead of today's

persistent adversaries.

Read more > .
B =




toddheberlein.com/blog/

Before there was Mandiant there was WheelGroup
September 7, 2015

An early Managed Security Service Provider (MSSP)

September 7, 2015

NSM Source Code from 1995

September 9, 2015



