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Act 1: Auditing’s Role
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http://www.mandiant.com/threat-landscape/
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http://www.mandiant.com/threat-landscape/

100% of victims have up-to-date anti-virus 
software

http://www.mandiant.com/threat-landscape/
http://www.mandiant.com/threat-landscape/
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Median number of days before discovery:
416
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“It isn't clear exactly how the hackers broke in to the 
Chamber's systems. Evidence suggests they were in the 
network at least from November 2009 to May 2010.”



“It isn't clear exactly how the hackers broke in to the 
Chamber's systems. Evidence suggests they were in the 
network at least from November 2009 to May 2010.”

“People familiar with the Chamber investigation said it has 
been hard to determine what was taken before the incursion 

was discovered”



But wait, I’m on a Mac.



http://blogs.technet.com/b/mmpc/archive/2012/04/30/an-interesting-case-of-mac-osx-malware.aspx

http://www.mandiant.com/threat-landscape/
http://www.mandiant.com/threat-landscape/


But wait, I’m air gapped.
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Act 2: Introduction to BSM



History of BSM

• Sun’s Basic Security Module  ~1990

• Designed to meet C2 rating in NSA’s Orange Book

• Auditing is...

• Mac OS 10.3.6 (needed to install Common Criteria Package)

• Installed and running in Mac OS 10.6

• Mac OS, Solaris, FreeBSD



$ sudo ls -l /var/audit



-r--r-----  1 root  wheel   718832466 Jan  5 20:54 20120105164727.20120106045417
-r--r-----  1 root  wheel    99370721 Jan  6 10:48 20120106181312.20120106184851
-r--r-----  1 root  wheel   379564600 Jan  6 15:20 20120106184917.20120106232023
-r--r-----  1 root  wheel    73325596 Jan  8 13:46 20120108210134.not_terminated

$ sudo ls -l /var/audit



-r--r-----  1 root  wheel   718832466 Jan  5 20:54 20120105164727.20120106045417
-r--r-----  1 root  wheel    99370721 Jan  6 10:48 20120106181312.20120106184851
-r--r-----  1 root  wheel   379564600 Jan  6 15:20 20120106184917.20120106232023
-r--r-----  1 root  wheel    73325596 Jan  8 13:46 20120108210134.not_terminated

$ sudo ls -l /var/audit



$ ls /etc/security



$ ls /etc/security

audit_class
audit_control
audit_event

audit_user
audit_warn



audit_class
audit_control
audit_event

$ ls /etc/security

audit_user
audit_warn



$ sudo cat audit_control



$ sudo cat audit_control

dir:/var/audit
flags:all
minfree:5
naflags:lo,aa,pc,nt
policy:cnt,argv
filesz:4G
expire-after:40G



$ sudo cat audit_control

dir:/var/audit
flags:all
minfree:5
naflags:lo,aa,pc,nt
policy:cnt,argv
filesz:4G
expire-after:40G



header,151,11,open(2) - read,0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,2,0x0,flags
path,hello1
path,/Users/heberlei/Tmp/hello1
attribute,100644,heberlei,staff,234881033,228930222,0
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,3
trailer,151



Gotcha: What program?

header,151,11,open(2) - read,0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,2,0x0,flags
path,hello1
path,/Users/heberlei/Tmp/hello1
attribute,100644,heberlei,staff,234881033,228930222,0
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,3
trailer,151



Gotcha: What user?

header,151,11,open(2) - read,0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,2,0x0,flags
path,hello1
path,/Users/heberlei/Tmp/hello1
attribute,100644,heberlei,staff,234881033,228930222,0
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,3
trailer,151



Gotcha: How much data?

header,151,11,open(2) - read,0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,2,0x0,flags
path,hello1
path,/Users/heberlei/Tmp/hello1
attribute,100644,heberlei,staff,234881033,228930222,0
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,3
trailer,151



header,68,11,setpgrp(2),0,Tue Jan 10 11:04:18 2012, + 503 msec
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,68

header,156,11,ioctl(2),0,Tue Jan 10 11:04:18 2012, + 503 msec
argument,2,0x4004667a,cmd
argument,3,0x7fff5fbff71c,arg
path,/dev/ttys001
argument,1,0xff,fd
attribute,20620,heberlei,tty,141068340,659,268435457
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,156

header,156,11,ioctl(2),0,Tue Jan 10 11:04:18 2012, + 503 msec
argument,2,0x80047476,cmd
argument,3,0x7fff5fbff79c,arg
path,/dev/ttys001
argument,1,0xff,fd
attribute,20620,heberlei,tty,141068340,659,268435457
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,156

header,141,11,execve(2),0,Tue Jan 10 11:04:18 2012, + 522 msec
exec arg,cp,hello1,hello2
path,/bin/cp
path,/bin/cp
attribute,100555,root,wheel,234881033,24762,0
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,141

header,143,11,open(2) - read,0,Tue Jan 10 11:04:18 2012, + 522 msec
argument,2,0x0,flags
path,/dev/urandom
path,/dev/urandom
attribute,20666,root,wheel,141068340,586,150994945
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,3
trailer,143

header,124,11,close(2),0,Tue Jan 10 11:04:18 2012, + 522 msec
argument,2,0x3,fd
path,/dev/urandom
attribute,20666,root,wheel,141068340,586,150994945
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,124

header,94,11,sysctl(3),0,Tue Jan 10 11:04:18 2012, + 522 msec
argument,1,0x0,name
argument,1,0x3,name
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,94

header,94,11,sysctl() - non-admin,0,Tue Jan 10 11:04:18 2012, + 522 msec
argument,1,0x2,name
argument,1,0x75,name
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,94

header,153,11,open(2) - read,write,0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,2,0x2,flags
path,/dev/dtracehelper
path,/dev/dtracehelper
attribute,20666,root,wheel,141068340,588,419430400
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,3
trailer,153

header,161,11,ioctl(2),0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,2,0x80086804,cmd
argument,3,0x7fff5fbfd6f0,arg
path,/dev/dtracehelper
argument,1,0x3,fd
attribute,20666,root,wheel,141068340,588,419430400
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,161

header,129,11,close(2),0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,2,0x3,fd
path,/dev/dtracehelper
attribute,20666,root,wheel,141068340,588,419430400
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,129

header,94,11,sysctl() - non-admin,0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,1,0x1,name
argument,1,0x3b,name
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,94

header,143,11,open(2) - read,0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,2,0x0,flags
path,/dev/urandom
path,/dev/urandom
attribute,20666,root,wheel,141068340,586,150994945
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,3
trailer,143

header,124,11,close(2),0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,2,0x3,fd
path,/dev/urandom
attribute,20666,root,wheel,141068340,586,150994945
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,124

header,94,11,sysctl(3),0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,1,0x0,name
argument,1,0x3,name
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,94

header,94,11,sysctl() - non-admin,0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,1,0x6,name
argument,1,0x18,name
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,94

header,143,11,open(2) - read,0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,2,0x0,flags
path,/dev/urandom
path,/dev/urandom
attribute,20666,root,wheel,141068340,586,150994945
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,3
trailer,143

header,124,11,close(2),0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,2,0x3,fd
path,/dev/urandom
attribute,20666,root,wheel,141068340,586,150994945
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,124



header,94,11,sysctl() - non-admin,0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,1,0x6,name
argument,1,0x3,name
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,94

header,101,11,munmap(2),0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,1,0x100139000,addr
argument,2,0xc7000,len
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,101

header,101,11,munmap(2),0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,1,0x100300000,addr
argument,2,0x39000,len
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,101

header,94,11,sysctl(3),0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,1,0x0,name
argument,1,0x3,name
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,94

header,94,11,sysctl() - non-admin,0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,1,0x6,name
argument,1,0x19,name
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,94

header,94,11,sysctl(3),0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,1,0x0,name
argument,1,0x3,name
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,94

header,94,11,sysctl() - non-admin,0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,1,0x6,name
argument,1,0x68,name
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,94

header,94,11,sysctl(3),0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,1,0x0,name
argument,1,0x3,name
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,94

header,94,11,sysctl() - non-admin,0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,1,0x6,name
argument,1,0x66,name
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,94

header,103,11,umask(2),0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,1,0x1ff,new mask
argument,0,0x12,prev mask
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,18
trailer,103

header,103,11,umask(2),0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,1,0x12,new mask
argument,0,0x1ff,prev mask
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,511
trailer,103

header,101,11,munmap(2),0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,1,0x100300000,addr
argument,2,0x500000,len
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,101

header,101,11,munmap(2),0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,1,0x101000000,addr
argument,2,0x300000,len
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,101

header,151,11,open(2) - read,0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,2,0x0,flags
path,hello1
path,/Users/heberlei/Tmp/hello1
attribute,100644,heberlei,staff,234881033,228930222,0
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,3
trailer,151

header,105,11,open(2) - write,creat,trunc,0,Tue Jan 10 11:04:18 2012, + 523 
msec
argument,3,0x1a4,mode
argument,2,0x601,flags
path,hello2
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,4
trailer,105

header,160,11,fchmod(2),0,Tue Jan 10 11:04:18 2012, + 523 msec
argument,2,0x180,new file mode
path,/Users/heberlei/Tmp/hello2
argument,1,0x4,fd
attribute,100644,heberlei,staff,234881033,233490254,0
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,160

header,160,11,fchmod(2),0,Tue Jan 10 11:04:18 2012, + 536 msec
argument,2,0x1a4,new file mode
path,/Users/heberlei/Tmp/hello2
argument,1,0x4,fd
attribute,100600,heberlei,staff,234881033,233490254,0
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,160

header,160,11,fchmod(2),0,Tue Jan 10 11:04:18 2012, + 536 msec
argument,2,0x1a4,new file mode
path,/Users/heberlei/Tmp/hello2
argument,1,0x4,fd
attribute,100644,heberlei,staff,234881033,233490254,0
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,160

header,100,11,mac_syscall(2),0,Tue Jan 10 11:04:18 2012, + 536 msec
text,arg: Quarantine
argument,3,0x52,call
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,failure: Unknown error: 250,4294967295
trailer,100



header,160,11,fchmod(2),0,Tue Jan 10 11:04:18 2012, + 536 msec
argument,2,0x1a4,new file mode
path,/Users/heberlei/Tmp/hello2
argument,1,0x4,fd
attribute,100644,heberlei,staff,234881033,233490254,0
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,160

header,138,11,close(2),0,Tue Jan 10 11:04:18 2012, + 536 msec
argument,2,0x3,fd
path,/Users/heberlei/Tmp/hello1
attribute,100644,heberlei,staff,234881033,228930222,0
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,138

header,138,11,close(2),0,Tue Jan 10 11:04:18 2012, + 536 msec
argument,2,0x4,fd
path,/Users/heberlei/Tmp/hello2
attribute,100644,heberlei,staff,234881033,233490254,0
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,138

header,77,11,exit(2),0,Tue Jan 10 11:04:18 2012, + 536 msec
exit,Error 0,0
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,77



header,160,11,fchmod(2),0,Tue Jan 10 11:04:18 2012, + 536 msec
argument,2,0x1a4,new file mode
path,/Users/heberlei/Tmp/hello2
argument,1,0x4,fd
attribute,100644,heberlei,staff,234881033,233490254,0
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,160

header,138,11,close(2),0,Tue Jan 10 11:04:18 2012, + 536 msec
argument,2,0x3,fd
path,/Users/heberlei/Tmp/hello1
attribute,100644,heberlei,staff,234881033,228930222,0
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,138

header,138,11,close(2),0,Tue Jan 10 11:04:18 2012, + 536 msec
argument,2,0x4,fd
path,/Users/heberlei/Tmp/hello2
attribute,100644,heberlei,staff,234881033,233490254,0
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,138

header,77,11,exit(2),0,Tue Jan 10 11:04:18 2012, + 536 msec
exit,Error 0,0
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,77

$ cp hello1 hello2



header,160,11,fchmod(2),0,Tue Jan 10 11:04:18 2012, + 536 msec
argument,2,0x1a4,new file mode
path,/Users/heberlei/Tmp/hello2
argument,1,0x4,fd
attribute,100644,heberlei,staff,234881033,233490254,0
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,160

header,138,11,close(2),0,Tue Jan 10 11:04:18 2012, + 536 msec
argument,2,0x3,fd
path,/Users/heberlei/Tmp/hello1
attribute,100644,heberlei,staff,234881033,228930222,0
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,138

header,138,11,close(2),0,Tue Jan 10 11:04:18 2012, + 536 msec
argument,2,0x4,fd
path,/Users/heberlei/Tmp/hello2
attribute,100644,heberlei,staff,234881033,233490254,0
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,138

header,77,11,exit(2),0,Tue Jan 10 11:04:18 2012, + 536 msec
exit,Error 0,0
subject,heberlei,heberlei,staff,heberlei,staff,629,5269007,50331650,0.0.0.0
return,success,0
trailer,77

$ cp hello1 hello2

41 audit records

278 lines



Act 3: Up Out of the Weeds



Audit Explorer Filter EditorAudit Explorer



Audit Explorer Filter EditorAudit Explorer
99 cents free



http://www.nextgov.com/cybersecurity/2012/03/pentagon-taps-mcafee-northrop-
grumman-to-teach-military-cyber-pros/50771/
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$190 million to train people to use the Host Based 
Security System
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Side Note: I rarely use the GUI

Command line tool runs automatically

Packages up results and pushes it on my server

Filter summary is emailed to me
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Act 4: Dealing with the 
Government





prescribes the requirements, restrictions, and 
other safeguards to prevent unauthorized 

disclosure of classified information



lo, ad, -fr, -fw, -fc, -fd, -cl, -fm
lo

ad

-fr

-fw

-fc

-fd

-cl

-fm

login & logout

administrative

failed file read

failed file write

failed file delete

failed file create

failed file close

failed file attribute modification
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lo, ad, -fr, -fw, -fc, -fd, -cl, -fm

The name of the program that was running

Authentication events

Network activity

Successful efforts to read or write your files









NISPOM Better



NISPOM Better

Program
Name



NISPOM Better

Program
Location



NISPOM Better

Program
Arguments



NISPOM Better

How It Got
Started



NISPOM Better

What File
Was Stolen



NISPOM Better

Where File
Was Sent



You can have compliance

You can have security

Don’t count on having both at once

or

but



Big Data



Big DataUseless



Useless Data

Big Data

is still

Useless



dir:/var/audit
flags:lo,ad,-fr,-fw,-fc,-fd,-cl,-fm
minfree:5
naflags:lo,aa,pc,nt
policy:cnt,argv
filesz:4G
expire-after:40G



dir:/var/audit
flags:lo,ad,-fr,-fw,-fc,-fd,-cl,-fm,all
minfree:5
naflags:lo,aa,pc,nt
policy:cnt,argv
filesz:4G
expire-after:40G
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Conclusions

• Audit analysis sits between prevention and crime scene investigation

• Prevention fails regularly, snapshot forensics is limited

• Apple has a great auditing system built into the OS

• ... when it is configured in a useful manner

• Audit Explorer is part detector, part forensics tool





Back Slashes



email:

email:

LTH@NetSQ.com

todd_heberlein@mac.com

web: www.NetSQ.com

Todd HeberleinContact me:

mailto:LTH@NetSQ.com
mailto:LTH@NetSQ.com
mailto:LTH@NetSQ.com
mailto:LTH@NetSQ.com
mailto:LTH@NetSQ.com
mailto:LTH@NetSQ.com

